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E,ighth Semester B.E. Degree Examination, July/August 2022

Network Security

I'irr-rc: 3 hrs.

Notc: Artswer any F-IVE.fhll questiorts, selcctinS4 atleast TWO questittns./i'rtrtr euch purt.
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PAR.'T _ A

a. Explain X.800 security mechanisms, in detail.
b. Dil'I'erentiate betr,veen active and passive attacks.

c. In S -DES, l0 bit key is 101.l010011 tlnd the sLrb keys kl and k: il'
I'to: 352J 4101 986 , Pr : 637485 I 09.

ivith appropriate diagrarn.

a. llrietly dcscribe thg thrcc classcs of Intrudcr.
b. Ilxplarn approaches to Intrttsion Detection systeln

c. (iive a cletailed account on IJNIX passrvord nlanagenlent

a

b

Write short notcs on 
-l'ro.jarr 

horscs.

Ilxplain the varioLts phases that a virus undergoes during its lil'e trnre

f)iscuss thc ttvo trost itrpoftattt Advancecl Antivirus tcchniclues

What are the cl.raracteristics of a Bastion host'l

lixplain with a diagrarr the application levcl qateway.

Explain witlr ncat block diagrams a single rourrd of DES cncryptton. (10

(t l\
Cji'nen the cipher text "tj M Q Y". l'ind the plain text usir.rg tlre U., l, , Jin 

Ilill

(07

Write three difte rence s bctween Conventional cr!?tosystems and Public kcy

systenN. (03

I'rxplain the ItSA algorithnr. In a RSA algorithm system it is givcn that p ' J, cl I l.
ancl M:8. Irind the ciphcr tcxt "c" and decrypt "c" to set plain tcxt M. (10

Describe the rcqLrirements lbr a llash lirnction. (05

Explain Dil'lle Ilellrrran key e xchange algorithnl with example (0s

Wlrat is a Digital Siignatr-rrc? t-ist the propcrties and recluiremcnts of Digital Sig
(10

Discuss the various approaches o1'One - Way Authentication Protocol. (10

PAIiT _ B
Show the SSI- rccord protocol operation anci the details of-SSL record fbrr.nat rvith diagrar.rr

and explain. (0tt i\larks)

Who are tlre participants o1'SllT? Give the sequence o1- events reqLrired lor SlrT. [xplain
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